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Cyber threat intelligence comes from many sources, including knowledge of past incidents, Q ) £ & attackevals_m|tre_org
commercial threat feeds, information-sharing groups, government threat-sharing programs, ,
. . MITRE ATT&CK Evaluations
and more. ATT&CK gives analysts a common language to communicate across reports and
organizations, providing a way to structure, compare, and analyze threat intelligence.
%,
sy
% Moy
Cre QUn
O'e,”/é/s f/‘(/ ¢ o
T APT28 omp, ro, w. SCOVG/J/ © To help cyber defenders gain a common understanding
S
Legend [ ] APT29 Onenf ob; cr, 6 b/‘o O S of the threats they face, MITRE developed the ATT&CK
[ soth Ject Sy W S , )
Qg lig) L framework. It’s a globally-accessible knowledge base of
a c . .
na d/sf"/b © adversary tactics and techniques based on real world
Comparing APT28 to APT29 Uteq com, observations and open source research contributed by
the cyber community.
eb
tr. ansrnltted dat, Seerce O Used by organizations around the world, ATT&CK
Sta”dard no a an’pU/at/ N provides a shared understanding of adversary tactics,
n- - .
pP/lcatlon layer techniques and procedures and how to detect, prevent,
Protocoy O and/or mitigate them.
resource hUaCklng O
remote system diSCovery " ATT&?K i§ open and available to any person or
organization for use at no charge.
) authentication package

remote file copy O
For sixty years, MITRE has tackled complex problems

that challenge public safety, stability, and well-being.
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